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Chemical Facility Security
Chemical infrastructures are associated with an extensive list of hazardous chemicals that can be catastrophic if they are released. The chemical release can either be a safety issue (system failure, natural disaster, negligence, and human error) or a security issue; an intentional release to cause damage (Lippin et al., 2006).  The chemical infrastructures faces a great vulnerability to  terrorist attacks. An excellent example to illustrate the proximity of such vulnerability is the 9/11attack, the 2013 Ammonium Nitrate explosion from the west fertilizer industry, and the Stuxnet worm cyber-attack in 2010 (Homeland security, 2014).
 Department of Homeland Security has designated over two thousand chemical plants as high-risk facilities. Again, the Government Accountability Office (GAO) has marked chemical plants as attractive targets that pose threat to the general population (Lippin et al., 2006). These are clear indications that threats to chemical infrastructures loom large.  This paper aims at identifying the most earnest hazards, vulnerabilities, threats, and risks that are of concern to chemical infrastructure security. Again, the paper will give an assessment scorecard of how well have the Chemical Facility Anti-Terrorism Standards (CFATS) policies been implemented in addition to recommending ways to improve the security of chemical facilities.
	According to chemical security risk assessment guidelines, it is a requirement that all hazardous chemicals in the plant  be safeguarded from deliberate release (Prugh, 2015). Hazardous materials are profiled according to their characters. Materials that are toxic, flammable, explosive, reactive, and pyrophoric are good candidates of hazardous materials (Prugh, 2015). The foremost step in determining the vulnerability level of a chemical facility is to identify the hazardous nature of the chemicals and their quantity. The next indicator of facility vulnerability is the easiness of chemical accessibility or in other words, how well is the hazardous material safeguarded. Another approach to determine the vulnerability of chemical facilities is by identifying threats to the chemical release. the Most serious threat to chemical facilities are 1) cyber-attack; chemical plants are prone to peril of malicious hackers who can manipulate the manufacturing processes to cause havoc, 2) malicious adversaries; this can be a conspiracy of an insider or/ and an outsider with an intention to vandalize, steal or terrorize, and 3) natural disaster; natural accident also poses a high threat of both environment and human exposure to hazardous chemicals (Homeland security, 2014). An eminence risk of a successful attack is therefore dependent on a couple of factors that include vulnerability, threat, the attractiveness of the chemical facility, and the effectiveness of counterattack measures.  It is the mandate of The Department of Homeland Security to reduce security risk through the implementation of CFATS regulations. 
  	The chief aim of the so-called CFATS regulations is to make sure that the vulnerability of the united state chemical infrastructure to a terror attack is reduced to zero. A scorecard by Government Accountability Office shows that by August 2018, DHS had made remarkable achievements in inspecting how chemical facilities were complying with the CFATS regulations. According to GAO data, DHS had already inspected 3553 chemical facilities with a high risk of the terror attack and issued remedial action to non-compliant facilities (Anderson, 2019). However, GOA pointed out that, DHS lacks a proper methodology to measure the effectiveness of its CFATS programs in reducing the vulnerability of chemical facilities  and how its programs are instrumental in maintaining national security. 
 From the previous incidences, it is evident that terrorists are notorious for dodging security measures. In this regard, it is therefore, worthwhile to expound the security policies from being boundary security to a level of protection that would render chemical plants less susceptible to terror attack (Lippin et al., 2006). One way to do this is to sideline hazardous chemicals from the processing system and instead adopt alternative safer materials. The other thing is to reduce the quantity of inventoried dangerous chemicals. The third thing is to adopt process systems that have ease of controllability (Lippin et al., 2006).   An array of these approaches will not only reduce the vulnerability to terror attacks but also reduce catastrophes in case of an actual attack. More so, safer designs will also reduce the risk to employees, the general population, and the environment in case a safety issue arises.
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